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Site training

Using clinical trials tools: security 
fundamentals



Web application some security tips
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• Avoid public internet access points
• Activate multi-factor authentication (if available)
• Use a strong and unique password per web application
• Use an up-to-date computer with antivirus
• Beware of e-mails asking you to change your password
• Never share your account
• Save your password in a password manager software
• Use your corporate computer



Phishing
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• Phishing is a type of social engineering where an attacker sends a fraudulent 
message designed to trick a human victim into revealing sensitive 
information to the attacker

• Beware of e-mails asking you to change/update your password, it might be a 
phishing

• Social engineering common vectors are emergency, fear, desire to help, desire to 
solve a problem. 



How to spot a phishing e-mail
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• Beware of use of emergency or threatening language
• Check carefully sender e-mail address
• Hover over web hyperlinks before you click
• Pay attention to poo spelling and grammar
• Inconsistencies in e-mail addresses, links and domain names
• Suspicious attachments
• Request for credentials 



Phishing e-mail example 1
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Phishing e-mail example 2 
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Reporting a security incident
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Mail security@eortc.org for any security incident or related question

• Account compromised 
• Major cyber incident impacting your IT systems

mailto:security@eortc.org


Follow us on social media

Thank you
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