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1 Purpose 

This document sets out EORTC's commitment to information security and the principles that 

guide the protection of information owned, held, processed, accessed, transmitted, or 

otherwise handled by EORTC, including information entrusted by our partners, collaborators, 

and research participants. 

2 Scope 

This policy applies to:  

• EORTC staff, contractors, and third parties (i.e. any external individual or organisation 

with a relationship with EORTC) who access, process, or manage EORTC 

information or information systems, including when acting on behalf of EORTC. 

 

• all physical and electronic information assets within EORTC, where an asset is 

defined as anything that has value to the organisation. This includes, but is not limited 

to:  

• Clinical research outputs, 

• Personal data of trial participants, staff, and collaborators, 

• Operational and administrative information, 

• Computerised systems, infrastructure, and services (such as third-party hosted 

systems, cloud services) supporting EORTC activities. 

3 Policy statement 

EORTC is committed to: 

• protect the confidentiality, integrity, and availability of the information assets that 

support its mission, 

• manage the information security through a systematic and coherent approach aligned 

with international standards), 

• continuously improve its information security practices to address evolving threats 

and business needs, and 

• ensure compliance with applicable legal, regulatory, and contractual requirements. 
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4 Changes since last version 

Process step Changes since last version 

NA Initial release 

5 Policy 

5.1 Security principles 

EORTC applies the following principles in its approach to information security: 

• Risk-based: Select and apply security measures and controls in proportion to the 

identified and assessed risks. 

• Confidentiality: Classify the information assets and apply appropriate access 
controls to protect regular or sensitive information from unauthorized access, 
disclosure, or loss due to its potential impact, throughout its life cycle. 

• Integrity: Ensure that information remains accurate, complete, and unaltered except 

through authorised processes. 

• Availability: Make the information assets available to authorised people when 

needed and maintain a business continuity and recovery arrangements to preserve 

operations in the event of disruption. 

• Accountability: Define, assign, and document the roles and responsibilities for 

information security and ensure that people with access to information assets 

understand and respect these principles. 

• Information security by design: Integrate information security requirements into the 

design, development, and implementation of systems, processes, and services from 

the outset, and ensure that secure configurations and settings are applied by default. 

5.2 Management commitment 

This policy reflects the commitment of EORTC top management (i.e., the Board, chief 

executive officer and HQ management) to information security as a strategic priority.  

The Board approves the policy, while chief executive officer and HQ management are 

responsible for the implementation. 

Top management ensures that: 

• adequate resources are available to implement and maintain information security, 

• information security is integrated into organisational processes. 

This policy is reviewed annually and updated as necessary to remain relevant and effective. 
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6 Associated documents 

Process step Title Identifier / location 

All Policy on Protection of Personal Data P-01-POL-01 

7 References 

• ISO/IEC 27001:2022 - International standard for information security management 

• EU NIS2 Directive (2022/2555) - EORTC is registered with the Centre for 

Cybersecurity Belgium (CCB) as an Important Entity 

• EU General Data Protection Regulation (GDPR) - governing the processing of 

personal data 

• ICH E6 (GCP): Section I, 9; Section III, 4.2 Data life cycle elements, 4.3 

Computerised systems. 
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8 Signature 

This document will be electronically signed.  

The signatories acknowledge that electronic signature is legally binding and equivalent to a 

handwritten signature. 

Author 

 

Guillaume Migaszewski 

Information security officer 

 

Approved & authorized by 

 

Denis Lacombe 

Chief executive officer 

On behalf of the board 
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